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1.0
Introduction

The goal of this plan is to utilize the CRM Process to identify significant risk areas associated with a program/project/facility life cycle and create a systematic approach to implement risk management throughout the life cycle.  Standard formats and tools will be utilized to analyze the following risk areas: safety, security, cost, schedule, management and mission success.

1.1
Purpose 

Interviews with various NASA Glenn Research Center (GRC) managers indicate a need for guidance with respect to implementing CRM.  Preliminary research indicates that:

· Engineers and managers are not used to conducting risk management analysis and are asking for assistance in overall tracking support and trend analysis

· Managers are seeking more systematic techniques or specific tools (which are transparent to platform) and resources to make the best decisions

· Managers would like to decide what they can or will do in the way of risk management and utilize additional support from the Risk Management Office (RMO)

· Development of tools including systematic monthly reporting formats to address project risks that makes upper management aware of ‘critical path’ concerns

· Reduction of Implementation Variations (i.e., create systematic approach that can be easily duplicated throughout projects) is desired

· Consistent and defined risk management support for various projects is needed.
This plan provides a process that can be utilized by all areas within NASA GRC (i.e., Space, Aeronautics, and Facilities).  It supports NASA Policy Directive (NPD) 7120.4, PROGRAM/PROJECT MANAGEMENT; and NASA Procedures and Guidelines (NPG) 7120.5, NASA Program and Project Management Processes and Requirements.

The three states of the CRM Implementation Plan are “Conceptualization & Design Finalization”, “Design Build-Up & Test”, and “Operations & Maintenance”.  Determination of which states are applicable depends on the classification of the NASA GRC organization performing CRM.
1.2
Scope 

Applicable to all NASA GRC programs, projects, and facilities.

2.0
References

2.1
Applicable Documents

	Document Number
	Document Title

	NPD 7120.4
	PROGRAM/PROJECT MANAGEMENT

	NPG 7120.5
	NASA Program and Project Management Processes and Requirements

	GLPG 8730.5
	Glenn Research Center Business Management System Quality System Manual

	LeR-P2.9
	Risk Management

	LeR-P3.7.2.1
	Creation and Revision of Center Level Procedures, Lower Level Procedures, and Work Instructions

	LeR-P3.7.3
	Records Management


2.2
Reference Documents 

	Document Number
	Document Title

	LeR-P2.4
	Program/Project/Facility Management – Formulation

	LeR-P2.6
	Program/Project/Facility Management – Implementation


2.3
Records

The CRM Implementation Plan for each organization is incorporated within the Risk Management Plan.  Additional organization records can include the risks created by each organization that uses CRM.  The CRM Facilitators may generate records of assistance provided, status of project risks, and risk databases. 

2.4
Definitions

	CRM
	Continuous Risk Management - A management practice with processes, methods, and tools for managing risks in a project.

	Identify
	Search for and locate risks before they become problems.  (CRM component)

	Analyze
	Convert risk data into useable information for determining priorities and making decisions.  (CRM component)

	Plan
	Translate risk information into planning decisions and mitigating actions (both present and future), and implement those actions.  (CRM component)

	Track
	Monitor risk indicators and mitigation actions.  (CRM component)

	Control
	Correct for deviations from the risk mitigation plans and decide on future actions.  (CRM component)

	Communicate & Document
	Provide information and feedback to the project on the risk activities, current risks, and emerging risks.  (CRM component)

	Conceptualization & Design Finalization
	Activities performed by the program, project, or facility to address initial concept generation and preliminary design refinement.  Applicable to space projects, aeronautics research tasks, and facility build-up or modification.  (First state of the CRM Implementation Plan)

	Design Build-Up & Test
	Activities performed by the program, project, or facility to address additional design refinement, hardware/software build, and testing.  Applicable to space projects, aeronautics research tasks, and facility build-up or modification.  (Second state of the CRM Implementation Plan)

	Operations & Maintenance
	Activities performed by the program, project, or facility to address operations, maintenance, and retirement (if applicable).  Applicable to space projects, aeronautics programs, and facilities.  (Third state of the CRM Implementation Plan)

	Program Management
	Generic term for management and applicable to programs, projects, and facilities at NASA GRC.


3.0
Responsibilities

3.1
Program Management
Each Program, Project and Facility at Glenn shall develop a tailored CRM Implementation Plan to insure risks are addressed.  The CRM Implementation Plan shall be developed during the Formulation stage, be included in the Program/Project/Facility Risk Management Plan, and executed/maintained throughout the life of the Program, Project or Facility.

3.2
CRM Facilitator

The Glenn Office of Safety and Assurance Technologies (OSAT) is responsible to the Director, Glenn

Research Center and to the NASA Associate Administrator for Safety and Mission Assurance to provide

Independent Assessment of Program, Project, and Facility Risk Planning and Implementation

activities.  OSAT may also perform assessments on behalf of the Governing Program Management

Council or other Management Authority.

Within OSAT, the Risk Management Office (RMO) shall support the Program/Project/Facility in the development and usage of the Implementation Plan.  RMO is positioned with a diverse experience base.  As a workgroup organization, it has assisted many past projects with meeting safety, quality, and mission assurance issues.  RMO support may include the performance of assurance assessments, quantification and prioritization of risks, application of techniques for risk trade studies, and evaluations of the effectiveness of mitigation initiatives, including metric analysis and trending.
4.0 Procedure
The following procedural outline details a model life cycle with specific implementation approaches that the RMO can facilitate or directly support.  The three main divisions correspond to the three states of this outline implementation plan.  CRM Facilitator tasks for each step are emphasized in italics.  Refer to section 5.0 for specific organization of the Flow Diagram (and associated Block Numbers). 

	Responsible Person or Organization


	Block No.
	Activity

	CONCEPTUALIZATION & PRELIMINARY DESIGN

	Program Management,

CRM Facilitator
	4.1
	Assemble Team & Establish Communications: Gather resources to perform tasks and set up schedules, meetings, etc.  Create team infrastructure. Initiate risk contemplation.

Assist with the research of risks and lessons learned from previous projects.



	Program Management,

CRM Facilitator
	4.2
	Define Criteria for Success: Perform preliminary research.  Determine success goals.  Continue risk education.

Assist in defining appropriate metrics based on ‘critical to mission success criteria’ e.g.:

How are the following risk issues addressed:

· Schedule delays

· Cost overruns 

· Performance Requirements


	Program Management,

CRM Facilitator
	4.3
	Establish Objectives and Requirements for Science & Engineering: Define science requirements, which lead to engineering requirements.  Continue risk education.

Assist with establishing requirements over baseline technology leading to inherent risk.

Application of analysis tools to review documentation including: ARM @ http://satc.gsfc.nasa.gov

Preliminary research from existing programs or projects.

· Search for lessons learned in similar project-mission categories 

· Identify the foremost risks and hazards.

· Utilize pre-contract award Risk Based Acquisition Management (RBAM) Database risks.


	Program Management,

CRM Facilitator
	4.4
	Create & Evaluate Concept(s): Design concept generation.  Continue risk education.

Assist in concept stage with trend analysis.



	Program Management,

CRM Facilitator
	4.5
	Conduct Full CRM Course: Entire team takes full CRM course taught by RMO (other courses on a case-by-case basis).  Generate initial set of risks, Risk Management Plan, and Implementation Plan (contained within the Risk Management Plan)

Input Risk Statements into database

Assist in developing Risk Management Plan and Implementation Plan

Determine need of database with project and non-specific risk data

.

	Program Management,

CRM Facilitator
	4.6
	Initiate Preliminary Design: Refine design to preliminary design stage.  Begin development of hardware/software breadboards and brassboards.  Conduct assessment of facility.  Evaluate risks, mitigate risks, and begin tracking metrics and trends.

Assist with Breadboard & Brassboard metrics

Facilitate material assessment risks

	DESIGN BUILD-UP & TEST

	Program Management,

CRM Facilitator
	4.7
	Create Fidelity Model(s): Further refine design.  Build engineering units, preliminary test articles, modifications to facility.  Continue to evaluate risks, mitigate risks, tracking metrics and trends.

Contact project for status of risks (changing, static, etc.) and offer help as appropriate.

Offer refresher course 

Assist with independent studies when dealing with newly defined risks



	Program Management,

CRM Facilitator
	4.8
	Build Final Design: Schedule build.  Obtain resources to build (raw materials, personnel, outsource capability).  Continue to evaluate risks, mitigate risks, tracking metrics and trends.

Contact project for status of risks (changing, static, etc.) and offer help as appropriate.

Offer knowledge transfer of similar projects in this stage (cross reference databases)

Assist with focusing effort on risks associated with processes.


	Program Management,

CRM Facilitator
	4.9
	Define Testing to Be Accomplished: Choose testing to assure safety and mission success.  Continue to evaluate risks, mitigate risks, tracking metrics and trends.

Assist with these process steps as necessary. 



	Program Management,

CRM Facilitator
	4.10
	Assess Need for Safety Permits: If testing at GRC, work with area safety committee.  Continue to evaluate risks, mitigate risks, tracking metrics and trends.

Research database for similar hazard analysis and obtain as necessary.



	Program Management,

CRM Facilitator
	4.11
	Perform Test(s): Schedule testing.  Confirm availability of test resources (facilities, personnel).  Continue to evaluate risks, mitigate risks, tracking metrics and trends.

Offer assistance with skill set matches needed and assist if over capacity; extra engineering level support.



	Program Management,

CRM Facilitator
	4.12
	Record Results: Document test results.  Continue to evaluate risks, mitigate risks, tracking metrics and trends.

Assist with independent studies when dealing with newly defined risks

Assist with metric analysis



	OPERATIONS & MAINTENANCE

	Program Management,

CRM Facilitator
	4.13
	Track Status: Compile data on status of program/project/facility.  Check status of risks.  Initiate identification of new risks if operation conditions differ from build-up & test.

Offer course refresher

Apply statistical control functions against: project, program, facilities, etc.

Establish trend analysis documentation that applies to significant test metric data to be acted upon.



	Program Management,

CRM Facilitator
	4.14
	Update Documentation: Update permits, training records, certifications.  Continue to evaluate risks, mitigate risks, tracking metrics and trends.

Available to bridge possible communication gap between build and operations (ref. NASA HQ/NIAT Actions)

Assist with Risk Management Plan updates

Establish’ risk history’ of project after most team members have left



	Program Management,

CRM Facilitator
	4.15
	Upgrade Hardware and/or Software: Make physical modifications as appropriate.  Research risk impacts.  Continue to evaluate risks, mitigate risks, tracking metrics and trends.

Research from existing programs, projects, or facilities.

· Search for lessons learned in similar project-mission categories 

· Identify the foremost risks and hazards.


	Program Management,

CRM Facilitator
	4.16
	Train/Retrain Personnel: 

Assistance with training



	Program Management,

CRM Facilitator
	4.17
	Closeout Program/Project/Facility at End-of-Life: Archive project data (including risk information).

Assist in documenting Lessons learned, storage and/or disposal, etc. activities. 


5.0 Flow Diagram


6.0 APPEndix

Examples of risk documentation generated, documentation used for reference, and actual activities that can be performed by the organization.  Additional sources of activities are available in the CRM Guidebook (Appendix A) by Carnegie Mellon University, Software Engineering Institute.

	CRM STEPS
	ACTIVITIES CONDUCTED AND DOCUMENTATION GENERATED AT VARIOUS STATES



	
	Conceptualization & Design Finalization


	Design Build-up & Test
	Operations & Maintenance

	
	REQUIREMENTS
	DESIGN
	BUILD
	DEPLOY
	RETIRE

	IDENTIFY
	· Statement of Work (SOW) Development

· Continuous Risk Management (CRM) Consultation/Training Overview

· Initial Risk List

· Development for the Requirements Phase

· Cross reference OSAT Safety and Hazard reports

· Cross reference FMEAs

· Cross reference Lessons Learned
	· Risk Identification and Worksheet 

· Continuous Risk Management (CRM) Consultation/ Training

· Update Previous Risk Worksheet

· Cross reference OSAT Safety and Preliminary Hazard reports

· Cross reference FMEAs
	· Build PRACAS (for playback into future design risks)

· Continuous Risk Management (CRM) Consultation/ Training for suppliers

· Update Previous Risk Worksheet

· Cross reference OSAT Safety and Hazard reports

· Cross reference FMEA worksheets, Fault Trees, QRAs, Reliability Analysis

· Cross reference process capability 
	· Update Previous Risk Worksheet

· Continuous Risk Management (CRM) Consultation/ Training for operations/ new personnel

· Cross reference FMEA worksheets, Fault Trees, QRAs, Reliability Analysis as operational data becomes available
	· Surveillance Team Membership (Chairperson)

· Update Previous Risk Worksheet

· Environmental Impacts Update

	TYPES OF RISKS
	· Open or missing requirements

· Interface controls

· Operating environment

· GFE/GSE

· Support structure
	· Weight

· Software Development

· Integration

· Testing

· Requirements Growth

· Schedule slippage

· Irregular funding
	· Supplier surveillance

· Supplier requirements

· Supplier manufacturability

· Software design and test

· Maintainability

· Design Support

· Software Support

· Build cost overruns

· GFE and GSE costs
	· Maintainability

· Sustainment

· Software maintainability

· Component obsolescence

· Component availability

· Long term personnel support

· Maintenance of GFE and support facilities
	· New environmental concerns

· Budgetary requirement

· Knowledge base maintenance

· Retirement infrastructure



	ANALYZE
	· Attribute Designation

· Risk Prioritization

· Risk List

· Develop Metrics
	· Update Risk Prioritization and Risk List
	· Update Risk Prioritization and Risk List

· Independent Assessment of Delivery/Task Orders
	· Analyze in-flight anomalies/ Evaluation

· Generate lessons learned

· Update Risk Prioritization and Risk List
	· Update Risks Prioritization and Risk List



	TYPES OF ANALYSES
	· Requirements vs. legacy system requirements

· Completion as a function of expended effort
	· Completion as a function of expended effort

· Cost as a function of expended effort and completions

· PRACAs open/closed (e.g., qual units)

· S/W PRACAs open/closed (e.g., qual units)
	· Completion as a function of expended effort

· Cost as a function of expended effort and completions

· PRACAs open/closed

· S/W PRACAs open/closed
	· Completion as a function of expended effort

· Sustainment costs as a function of operational output


	· Completion as a function of expended effort

· Planned vs. actual retirement costs as a function of delta legal and environmental standards

	PLAN
	· Develop Risk Management Plan and Mitigation Strategies

· Cross-reference Office of Safety & Mission Assurance (OSMA) Requirements
	· Update RM Plan (if needed) and develop additional mitigation strategies
	· Rating Criteria (Logistics) Development

· Apply vendor selection program

· Update RM Plan (if needed) and develop additional mitigation strategies
	· Update RM Plan (if needed) and develop additional mitigation strategies
	· Update RM Plan (if needed) and develop additional mitigation strategies

	TRACK
	· Formalize Mitigation Plan Metrics

· Draft Management Plan Development (with Risk Management Section)
	· Select key metrics for top risks
	· Update metric selection and evaluation
	· Select metrics for operational risk mitigation
	· Select metrics for retirement risk mitigation

	CONTROL
	· Draft Requirement List Development
	· Formalize and test control strategy
	· Update track and control strategies
	· Select operational track and control strategies
	· Select overriding metrics/control strategies for retirement


.
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