Software Assurance of Web-based Applications

Research Plan


2002 – 2004 Research Plan

for

[image: image2.png]


Software Assurance of Web-based Applications
SAWbA

by

Tim Kurtz

December 20, 2001

Approved by 


Phuoc Thai, Principal Investigator, NASA Glenn Research Center

Date 


Abstract

QA and Testing of Web-based Applications

Commercialization of the Internet lead to the development of software assurance and testing practices to ensure proper operation of the web-based applications.  The development lifecycle of a web-application (web-app) is measured in weeks and months and this compressed lifecycle leaves little time for QA and testing activities, however failure of a web-app could have a huge impact on a companies profitability.  NASA is beginning to explore the use of web-apps to control and conduct their space experiments and while failure of a NASA web-app controlling a micro-gravity combustion experiment likely would not push NASA to the brink of insolvency.  It could result in millions of dollars in damage and wasted resources, another flurry of bad publicity and possibly even injury to personnel.  Currently, NASA has no clear guidance on the development, testing, software assurance, or IV&V of web-apps even though their use is becoming more prevalent.

Software assurance practices have been developed of that ensure proper operation of commercial web-apps.  Since NASA is exploring the use of web-app capabilities to  better support its space missions they need to identify and adopt a set of software assurance practices to ensure the safety and successful operation of these web-apps.  This research plan identifies a methodology accomplish that by:

1. Defining and categorizing web-apps

2. Identifying and documenting Software Assurance (SA) practices for web-apps in use commercially and/or by NASA

3. Identifying weaknesses in NASA’s web-app software assurance activities

4. Compiling Best Practices guidance for use by the NASA software development, assurance and IV&V community.

This research will provide an understanding of where and to what extent web-apps are being used in the Agency.  Understanding the level of usage and SA of these applications will help to identify areas where improved SA activities are necessary for safety and mission success.  Raising awareness of these web-apps within the NASA engineering community should lead to safer and more reliable systems and improve the likelihood of capturing usable science results.
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Glossary

ATC. Assurance Technology Conference
CSIP. Center Software Initiative Proposal
GRC. Glenn Research Center
IV&V. Independent Verification and Validation
OSMA. Office of Safety and Mission Assurance
SA. Software Assurance
SAS. Safety Assurance Symposium
SAWbA. Software Assurance of Web-based Applications
Software Assurance. The function of oversight and insight into a project, program, and sub-project that checks if product(s) are being developed and/or produced in the best manner possible, or at least in the manner agreed upon, in accordance with the plans, standards, and processes established in a project, program, task and/or sub-project’s plans.  This function includes assuring the safety, reliability and quality of a software system.
SWG. Software Working Group
web-app. web-based application
Web-based application. A software application that operates in a web browser and allows a user to interact with an object to perform a required task, i.e. database, equipment, etc.
WPAFB. Wright Patterson Air Force Base
1 Introduction

Since the advent of the Internet in the 1990s, and its use as a commercial channel, the development of commercial web-based applications has grown enormously.  Commercial web sites have been established that allow anyone with access to a computer and an internet connection to order pizza, groceries, pay bills, make plane and hotel reservations, rent a car, etc.

Companies do enormous amounts of business on the Internet.  This commercialization of the Internet lead to the development of software assurance and testing practices to ensure proper operation of the web-based applications.  Quality of services and software systems reliability are critical to Internet companies’ bottom lines.  The development lifecycle of a web-application is measured in weeks and months versus a typical software development lifecycle that is measured in months and years.  This compressed lifecycle leaves little time for QA and testing activities, however failure of a web-based application could cost a company hundreds of thousands to millions of dollars.  Imagine the affect on Amazon.com if it’s order entry web-based application failed to properly record and bill their customers’ credit cards for a week.

The term ‘web-based’ brings to mind a web page with all the importance of a Yahoo search screen, yet the use of web based applications to monitor, control and conduct experiments on the space station and the shuttle elevate their impact on mission success to a critical level.  NASA is also beginning to embrace the use of web-based applications to control their space experiments although we suspect they are lagging industry in the adoption of QA and testing methodologies to ensure the success of these applications.  Failure of a web-based application controlling a micro-gravity combustion experiment likely would not push NASA to the brink of insolvency.  It could, however result in millions of dollars in damage and wasted resources, another flurry of bad publicity and possibly even injury to personnel.

In the 1980’s the Software Crisis was first recognized by the Department of Defense and the software development industry as a failure to implement controls on software development activities to ensure their success.  This awareness spawned, and still does today, an assortment of methodologies to increase the success of these efforts.  Examples include software development standards (i.e. MIL-STD-1679, DOD-STD-2167/DOD-STD-2167A), software quality assurance standards (i.e. MIL-S-52779, DOD-STD-2168) and certification processes (i.e. ISO 9001, SPICE, CMM, CMMI).  Typically, these methodologies were intended for development efforts requiring considerable resources and many months of effort.  

Meanwhile, NASA has no clear guidance on the development, testing, software assurance, or IV&V of web-based applications even though their use is becoming more prevalent.  Neither NPD 2820, NASA (Software Policies), NASA-STD-8719.13A (NASA Software Safety Standard) nor NASA-STD-2201 (NASA Software Assurance Standard) addresses web-based applications. 

Other indications and examples of the growing importance of the use of web-based applications include:

· Invariably, the most popular track at a quality and testing conferences is the one that deals with testing and quality assurance of web-base applications.  

· Managers ask if the new application is web based; if not; can it be?  

· Companies and organizations rely on the Internet to interact with their customer, employees and members and vice versa.

· In 1990, the first remotely operated machine, the Internet Toaster, was controlled via the Internet.

· In 1998, Tempest, embedded real-time server software, developed at Glenn Research Center, won the NASA Software of the Year award.  In 1999 it was a 1999 R&D Award winner.

· Currently, embedded-web technology is being implemented in the Fluids and Combustion Facility micro-gravity experiment being developed at Glenn Research Center.

1.1 Problem Statement:

NASA is embracing the use of web-based applications (web-apps) to monitor, control and conduct space experiments.  Internet commercialization has resulted in the development of software assurance practices that ensure proper operation of commercial web-apps.  NASA needs to identify and adopt a set of software assurance practices to ensure the successful operation of web-apps that monitor,  control and conduct space experiments.

1.2 Scope and Delimitation:  

This research will include investigating software assurance methods for all web-apps.  However, the main focus of the research will be to identify methods that are directly applicable to web-apps that provide an element of control over an experiment or the collection of science data in various forms.  Methods that are primarily concerned with assuring commercial activities, i.e. Secure Sockets Layer (SSL) protocol, will not be included in the investigation unless they are found to have a benefit to NASA projects. 

2 Objectives and Justification

The objectives of this research are to:

1. Define and categorize web-apps

2. Identify and document Software Assurance (SA) practices for web-apps in use commercially and/or by NASA

3. Identify weaknesses in NASA’s web-based software assurance activities

4. Compile Best Practices guidance for use by the NASA software development, assurance and IV&V community.

Currently, there exists a wealth of information within NASA related to the development, assurance and IV&V of typical software development efforts.  Very little attention has been paid to these areas when web-apps are used.  The results of this initiative would fill that void.  In addition, a web site would be created which provides ready access to information, documents and guidance.  The results will also be published or presented at NASA and industry conferences.

This research would provide an understanding of where and to what extent web-apps are being used in the Agency.  Understanding the level of usage and SA of these applications will help to identify areas where improved SA activities are necessary for safety and mission success. Raising awareness of the software aspect (and assurance) of these web-apps within the NASA engineering community should lead to safer and more reliable systems and improve the likelihood of capturing usable science results.

2.1 Assumptions

There are two basic assumptions for this research.  

1. Web-apps need to be defined and classified in order to properly determine the level and type of SA necessary to ensure successful development.

2. SA methodologies and tools need to be identified.

2.1.1 Web-based Applications

A web-based application is a computer program that operates and runs in a browser.  This computer program, also referred to as an executable object, is typically stored on one computer and transmitted over the internet to another computer where it runs.  There are many benefits to web-apps, i.e. the user only needs a web-browser to interact with a web-app object.  These objects or interaction targets fall into two categories: computer files, i.e. databases, video and sound files, other web-based applications, etc.; and hardware components, i.e. cameras, flow controllers, environmental control systems, etc.

2.1.2 Software Quality and Testing

Software Quality and testing – Software A Assurance (SA) – methodologies exist both for typical software development efforts and web-based development efforts that are not consistently applied to web-apps.

2.2 Research Challenges

There are four research challenges that must be overcome:

1. Classify web-apps and their use within NASA, within other government organizations and commercially.

2. Identify mainstream SA practices that benefit web-app development.

3. Identify SA practices unique to web-app development 

4. Combine mainstream and unique practices into a coherent process for web-app SA and development

3 Organization and Procedures

3.1 Participants

This is a three-year research effort.  Primarily, one researcher is performing the majority of the research.  Separate development efforts will be underway during the course of this research to convert two existing applications from pc-based to web-apps.  

A software project-planning tool, Ask Pete, developed at GRC is currently a Visual Basic application and will be converted to a web-app, probably as a collection of ActiveX objects. 

A risk management database, developed at GRC, which will be converted to a web-app using Java.  

Both applications utilize MS Access databases and Hong Fu, SAIC Software Assurance engineer, will perform the development.  Funding for these efforts are being provided by other sources unrelated to this research effort.  Once the Software Assurance for Web-based Applications (SAWbA) Best Practices have been proposed, they will be implemented on the risk management database project as part of the pilot study.

A micro-gravity project, being developed at GRC, will also be selected for applying the SAWbA Best Practices pilot study.

The majority of the research is being performed adjacent to Wright-Patterson Air Force Base (WPAFB).  Contacts will be developed with organizations at WPAFB that are developing and utilizing web-apps

Additionally, contacts at various universities and colleges performing research on web-app development will be made as well as with commercial companies that develop web-apps.

3.2 Approach

The following activities will be performed as part of this initiative:

Status of the initiative will be reported to the IV&V Center on a quarterly basis as well as presented at the Assurance Technology Conference (ATC) and the Office of Safety and Mission Assurance (OSMA) Software Assurance Symposium (SAS).  Interim status will be available via the web site.  When feasible, these results will also be published at conferences.

	Task
	Deliverable
	Due Date (FY)
	Quarter

	1
	Research Plan
	02
	1

	2
	Web Site
	02
	1

	3
	Survey results of extent of use of web-based applications (raw format) 
	02
	3

	4
	Best Practices - DRAFT
	02
	4

	5
	Year end report & presentation
	02
	4

	
	Pilot Study report
	03
	3

	6
	Best Practices - Update
	03
	4

	7
	Training presentation and materials
	03
	4

	8
	Guidebook
	03
	4

	9
	Year end report & presentation
	03
	4

	
	Update Guidebook after outside review
	04
	2


Table 1, Research Deliverables

Applicable results and information will be coordinated with the NASA Software Working Group.  Table 1 identifies the research deliverables and their planned delivery dates.

4 Results

4.1 Industry Interaction and Technology Transfer

Figure 1 shows the process that will be used to develop a standard definition of web-apps, Best Practices and the Guidebook.  Information will be gleaned from existing NASA, industry and academic processes, tools and research.  The information will used to determine the initial set of Best Practices.  A pilot study will be initiated.  The Best Practices will be updated based on the results of the pilot study and incorporated in the Guidebook.  During the entire research effort the information gathered and developed will be available on the SAWbA web site.
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Figure 1, Interaction and Technology Transfer

4.2 Focus of the Program and Expected Results

The research will address the issues identified in Section 2.2 and the results are expected to be as follows:

· Classify web-apps and their use within NASA, within other government organizations and commercially.  It appears that web-apps can be classified into two major classifications: applications the collect, retrieve or manipulate otherwise static data; and applications perform a controlling/monitoring function or collect dynamic data.  Each of the major classifications will probably have a bearing on the types of software assurance that will need to be performed.  Within these major classifications are sub classifications which will probably also have an effect on SA tasks.
· Identify mainstream SA practices that benefit web-app development.  Many of the normal SA practices will probably form the foundation for the SAWbA activities, with some modifications or tailoring.

· Identify SA practices unique to web-app development.  New practices have been developed specifically for web-app development.  These will serve as substitutions for normal practices in some cases and be used as a tailoring guide in others.

· Combine mainstream and unique practices into a coherent process for web-app development.  This will result in a better process for performing SAWbA and may have some application for normal development efforts, especially small development teams and/or small development efforts.

5 Planning

The tasks and deliverables identified in Section 3.2 can be broken down into four phases.

The Initiation phase will consist of development of this Research Plan, creation of the web site and implementation of the surveys.

The Best Practices Development phase will consist of continuing to solicit information and feedback through interviews, continued use of surveys and the web site and will culminate with the development of the final draft version of the Best Practices and the year-end report and presentation.

The Pilot Study phase will consist of implementing SAWbA programs for two development efforts based on the Best Practices and, once complete, evaluating the effectiveness of the SAWbA programs.

The Guidebook phase will consist of updating the Best Practices based on the results of the Pilot Study phase and incorporating them into a Guidebook and associated training.

5.1 Project Selection Criteria

Two projects will be used for the pilot study.  The risk database project was selected because it will demonstrate the effectiveness of SAWbA on a pure web-based application.  

The criteria that will be used to select the micro-gravity project for the second project in the pilot study consist of:

· It must use a web-app for control, monitoring and/or collection of dynamic data

· It’s development schedule must be short enough that the SAWbA program will cover enough of the development effort to evaluate the effectiveness of the program – Ideally it should be put in place during the requirements phase and integration should start before the pilot study is complete.

· It should be representative of the more prevalent types of web-apps being developed and used by NASA.

5.2 Progress Review

CSIP funding requires a year-end report and presentation as well as quarterly status reports.  Progress reviews will be performed during each of these activities.

6 Research Tasks

In addition to the following explicit tasks, whenever possible the researcher will attend conferences to present results of this research and gather information/make contacts with companies and organizations developing, performing SA or IV&V for web-apps.

6.1 Research Plan

6.1.1 Objectives and Justification

Because this research effort will span three years and include the collection and compilation of survey data; develop and promote Best Practices throughout NASA and entail two pilot studies; a more detailed plan than the original proposal submitted to obtain funding for this research project is needed.

6.1.2 Approach

Develop a research plan to document the activities that will be performed as part of this initiative.  The plan will be provided to the IV&V Facility for review and comment and to serve as a baseline for monitoring the progress of the research.

6.1.3 Results

The expected results from this task is a comprehensive plan for this research effort which provides enough foresight to address any future uncertainties and results in a valuable set of techniques for performing SAWbA.

6.2 Web site

6.2.1 Objectives and Justification

The web site created to publicize the Ask Pete application proved to be a very effective forum for providing information concerning the tool and the research which resulted in it’s development and tracking it’s usage.  One of the research tasks for this effort includes the collection and compilation of the data related to the types of web-apps being developed and used by NASA, other government agencies and commercial companies.  A web site will prove to be a valuable tool in this data collection effort as well as disseminating the results of this research.

6.2.2 Approach

Create web site to act as a clearinghouse for information on web-based application development, software assurance and IV&V.  Monitor the amount of traffic the web site receives and use it as a basis for developing contacts for further research.

6.2.3 Results

The expected results from this task is a NASA sponsored web site that becomes the primary clearing house for SAWbA tools, techniques and processes.

6.3 Surveys

6.3.1 Objectives and Justification

This research is predicated on the belief that NASA currently employs web-apps as part of the software used to control and collect data for experiments but does not levy the same controls on their development as are implemented on typical software development efforts.  In order for meaningful results to be obtained the research must be bounded by determining what:

· Constitutes a web-app and identifying the various classes within that definition

· SA processes are applicable for ensuring the successful development of web-apps within NASA.

Surveys can provide a simple method to gain data to address these two areas and provide an initial focus for the research effort.  They will also be used to obtain feedback throughout the research effort.

6.3.2 Approach

Determine where and to what extent web-apps are being used within NASA, other government agencies and in industry.  Gather information concerning specific processes being performed related to the development, SA and IV&V of these applications.  Prepare and post surveys to the web site.  Consolidate the results and determine Best Practices for development, assurance and IV&V activities as well as areas that need further research or which are not being adequately addressed.  

6.3.3 Results

Two results are expected from this task:

1. The classification of web-apps into two or more major classifications and the identification of sub-classifications within the major classifications

2. Identification of tools techniques and activities as Best Practices which will eventually make up the SAWbA process

6.4 Pilot Study

6.4.1 Objectives and Justification

After the definition of web-apps has been determined and Best Practices for SA of their development have been proposed.  Implement the Best Practices on two different projects to gauge their effectiveness.

6.4.2 Approach

Prepare a pilot study consisting of implementing the Best Practices on a micro-gravity project at Glenn Research Center (GRC) and on an in-house project that will consist of converting an existing risk management database application to a web-app.

6.4.3 Results

The expected results of the pilot study is the successful completion of the two projects involved, validation of the Best Practices identified from compilation of the survey results and identification of additional practices to be incorporated in SAWbA.

6.5 Guidebook

6.5.1 Objectives and Justification

Once the Best Practices have been evaluated and determined to be effective their institutionalization must be implemented in order for NASA to benefit from the results of this research.  Compiling the Best Practices into a Guidebook and preparing training courses is the best avenue to publicize these methods of SA for web-apps.

6.5.2 Approach

Prepare a Guidebook and associated training presentations and materials to raise the level of awareness for the safe, successful use of web-based applications within NASA.

6.5.3 Results

The expected result of this task is the release of a Guidebook of SAWbA practices, tools and activities and it’s adoption throughout NASA and industry.
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