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Security Update Since 9/11

Since the tragic events of September 11, 2001, a great deal of emphasis on security in NASA has been directed toward countering and protecting against a foreign terrorist threat. NASA and GRC remain in a high state of alert requiring the implementation of increased security measures. The Homeland Security level is still at condition Yellow and Elevated, which means that a “significant risk of terrorist attacks” exists.  It has been reported that there are approximately 5000 individuals in the United States suspected of ties to the Al Qaeda terrorist organization.  There is also a reported increase in the national level of activity associated with the photography and the collection of information concerning U.S. landmarks (Statue of Liberty), tunnels, bridges, dams, electrical power, control systems, and the industrial infrastructures.  These activities and other information are indicators of planning for further terrorist attacks within the U.S.  

In order for GRC to detect, deter and neutralize this threat, a number of security and counterintelligence measures have been implemented, while still others are in process.  For example, additional security protection force personnel were assigned to Buildings 500 and 501; vehicle barriers installed at various locations; closer inspection of badges implemented; comprehensive vehicle inspections conducted; “Officer Survival” training for protection force officers conducted; emergency management exercises with local governmental agencies conducted; and procedures for bio-agent response developed.  A major element in protecting against the terrorist threat is the gathering and analysis of intelligence and threat information and using that information to design security systems to counter potential terrorist threats to GRC. 

The Safeguards (Counterintelligence) Office, which is part of the newly renamed Security Management and Safeguards Office and managed by the Center Counterintelligence Officer, Mr. Ron Mohr, is responsible for the gathering and analysis of intelligence and threat information.  It investigates any suspicious activity relating to foreign and domestic terrorism and the activities of Foreign Intelligence Services (FIS).

The NASA Counterintelligence Program was officially established with the issuance of NPD 1660.1, NASA Counterintelligence (CI) Policy on February 27, 2002.  The program includes CI investigations, liaison, education and awareness training, threat analysis and assessments, and counterterrorism (CT).  The CI objective is to detect, deter and neutralize the potential threat posed by FIS, other foreign entities, and acts of terrorism.  The Safeguards Office will utilize information and undertake approved safeguard measures to protect the Center against espionage, other intelligence activities, sabotage, foreign or domestic terrorism, or threats conducted for or on behalf of foreign powers, organizations or persons, and directed toward personnel, facilities, operations, or administratively controlled, export controlled, national security classified or proprietary information. 

Investigating suspicious activity where there is an indication of potential terrorist activity such as unidentified persons photographing GRC is a priority for the CI Office.  There have been several recent suspicious incidents at GRC that have been investigated by the GRC Counterintelligence Officer and coordinated with the appropriate local law enforcement agencies. Employees are urged to be vigilant of their surroundings and report any suspicious activity by dialing 911. An immediate armed response will be provided and where appropriate, local law enforcement will be notified and a counterintelligence investigation will be conducted.

Suspicious activity includes any activity out of the ordinary to gain information about GRC or to gain access to the Center. For example, the photographing of GRC by unknown persons, parking near the perimeter or in the open parking lots by persons unknown or unaffiliated with GRC, phone calls or e-mail from citizens, residents or representatives of hostile or sensitive countries, and attempts to elicit information about in-place security measures.  Generally speaking, if an activity “looks suspicious”, it is suspicious, and as a result, should be immediately reported. 

The Safeguards Office maintains liaison with the Attorney General’s Anti-terrorism Task Force (ATTF) and the FBI’s Joint Terrorism Task Force (JTTF), which were established for the purpose of sharing intelligence information and providing training on terrorism and related activities.  Meetings and training sessions are held periodically and helps support Glenn’s counter/antiterrorism efforts.  

Recently, the Security Management and Safeguards Office was successful in advocating for and obtaining approximately 
$5M of OMB supplemental security funding for Security and Counterintelligence enhancements.  Efforts are underway with the Facilities and Test Engineering Division to develop a comprehensive implementation plan for the installation of CCTV, a Centerwide public address system, fences, gates, barricades, access control systems, and related security systems. 

For more information on the GRC Counterintelligence Program, please visit the following web site:  http://smo.grc.nasa.gov/counterintelligence/counterintelligence.asp.  It is still under construction so expect more news and information on terrorism, espionage and related activities in the months to come.  
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What is Counterintelligence?

Counterintelligenc is information gathered and activities conducted to dster,
detect, and protect against espionage, other inelligence activities, sabotage,
or assassinations conducted for or on behalf of foreign pawers, organizations
or persons, or farsign or damestic terrorism, but not including aur internal
security programs.

What is Espionage?

(1) Intelligence activity directed toward the acquisition information through
dlandestine means and proscribed by the laws of the country against which it
is committed. (2) Overt, cover, or clandestine activity designed to obtain
information relating to the national defense with intent or reason to believe
that it will be used to the injury of the United states or to the advantage of a
forsign nation;

What is Recruitment?

The deliberate and calculating effort ta gain contral of an individual and to
induce him or her to furnish information and/or ta carry out intelligence tasks
for an intelligence or counterintelligence service.

What is Terrorism?

Terrorism is the use of forcs or violence against persons or property in
vialation of the eriminal laws of the United States for purposes of intimidation,
coercion, or ransom. Terrarists often use threats to create fear amang the.
public, £ try to convince citizens that their government is powerless to
prevent terrorism, and to get immediate publicity for their causes.

The Federal Bureau of Investigation (FBI) categorizes terrorism in the United
States 35 one of two types, domestic terrorism or international terrorism.
Dormestic terrorism involves groups or individuals whose terrorist activities
are directed at elements of our government or population without foreian
direction

Internationsl terrorism involves aroups or individuals whoss terrorist activities
are foreign-based and/or directed by countries or groups outsids the United
States or whose activities transcend national boundaries
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	Quality Management Office (QMO)


Quality Control and EEE Parts

Probably the greatest changes that have occurred in the quality assurance aspects of “flight” quality assurance have been in the world of EEE Parts.  When building the Atlas-Centaur rockets, EEE parts were bought from military assembly lines or the equivalent.  Parts were “screened” to upgrade them for different uses.  In the home and auto, commercial “EEE” parts were just starting to appear in mass.  People, who purchased autos with “electronic modules”, purchased a spare one to carry with them.  Failures of these “home devices” were not particularly frequent but they did occur.  When you considered the environment of the auto, it could appear very severe particularly for thermal conditions.

Great care was put into thermal analysis of our custom electronics for “flight” hardware.  Assembly techniques were as much an art as a scientifically controlled process.  The ability to control single assemblies away from dedicated production lines was always a challenge including general assembly and conformal coatings.

GRC had its own failure analysis laboratory to compliment its contractors’ abilities in conducting failure analysis.  Daily technicians labored over the intimate details of EEE parts construction and correct bonding techniques.  Purple plague and other stylistic terms filled our vocabularies when describing EEE parts.  The nature of EEE parts was a serious blend of engineering, data analysis, quality assurance measures, commonsense and, at times, good luck!  NSPARS Non-Standard Parts Approval Requests were daily activities.

Today, much of this discussion might seem foreign.  Our world is surrounded by “chips” that wake us up, cook our breakfasts, and get us to work (not to mention our home computers).  Although failures still occur, they are far less common than they used to be.  In flight hardware, we do not talk about “class s” parts or NSPARS.  Plastic parts and “COTS” (Commercial Off the Shelf) items are buzz words of today’s EEE parts business.  We no longer have a failure analysis laboratory.

All this has become a bit worrisome in “quality” sense, because although our testing programs do a fine job of weeding out infant mortality failures the ability to see “upfront” the technical dangers seems to be waning.  It is believed that the knowledge of the technical reasons that we still need to “conformal coat” or the need to recognize at a PDR/CRD the overstress of a part due to thermal problems is rapidly being lost.  Whereas many of the controlled processes, that were so prone to failure in years gone by, have now been automated and enhanced a hundred fold the need to understand the engineering tools and techniques available to us has not diminished.  Accurate thermal analysis can still point out weak spots long before the test ever begins.

The need to provide longevity is appearing for the first time in some GRC flight projects.  (Atlas/
Centaurs were only required to perform for a couple hundred minutes and many space experiments only needed to perform for a possible hundred hours.)  The use of more COTs packages in long-term space applications, coupled with technical problems such as Single Event Upsets (SEU), still provide a significant challenge to EEE parts quality engineering.

	Risk Management Office (RMO)


Why a Project Should Use Continuous Risk Management

Continuous Risk Management (CRM) is defined as an engineering management practice with processes, methods, and tools for managing risks on a project.  CRM provides a disciplined environment for proactive decisionmaking to assess continually what could go wrong (risks), determine which risks are important to deal with, implement strategies to deal with those risks, and assure and measure the effectiveness of the imple-mented strategies (mitigation).  Each project at GRC shall address and implement CRM.  There is no hard requirement for a project to have risk management training, only that the project shall do risk management as part of their program management.  Implementation of CRM is required by NASA Policy Guidelines NPG 7120.5, and involves five fundamental steps:  identify risks, analyze risks, planning, risk tracking, and control.

There are seven good reasons why each project should use CRM:
1.  The CRM process involves the whole project team in the project’s future well-being.

2. CRM methods require that the project team prioritize risks, thereby making the best use of  

      limited resources.

3. Provides a formal method to keep ‘to do’ items from being forgotten.

4. Risk lists bring to the forefront ‘decision items’ early in a project life cycle.

5. A NASA Integrated Action Team found that all unsuccessful projects did not use CRM.

6. NASA Headquarters requires it for all NASA programs and projects.
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Colorful presentation charts are available to quickly show the project’s risk status.

[image: image7.bmp]The risk spider diagram shows an example project having identified six risks.  Risk Number 2 is their top priority risk.  It has been mitigated by 60 percent at this time.  The risk matrix shows probability and impact of the project’s six identified risks.  One risk is green, meaning it will likely not affect the project’s success.  One is yellow, meaning the project should address this risk if time and resources permit.  The remaining four are red, meaning these risks are a definite threat to the project’s success and should be mitigated.

CRM should be a high priority for a project.  In most cases CRM is a natural extension of informal risk management practices already in place among project teams.  Guidance, training, assistance, and tools are 
in place and ready to be used at the Centers (for these services at GRC, please contact Mr. Joseph S. Powell at (216) 433-3596).   

[image: image8.jpg]




	Glenn Safety Office (GSO)


Jogging Safety

There are frequently persons who enjoy jogging or running at the Center.  One of the problems with joggers or runners is that they can become so preoccupied in their physical activity that they fail to be alert and pay attention to their surroundings.  They sometimes become too busy concentrating how much further they have to go and on putting one foot in front of the next that they do not realize what is happening around them.  The following are a series of personal safety tips for joggers and runners: 

· Jog or run with a known companion.
· Jog or run in a familiar area.
· Do not jog or run in a heavily wooded, poorly lighted or secluded area, particularly if jogging or running alone (also, do not wear radio or recorder earphones). 

· Do not jog or run after dark. 

· Do not jog or run near bushes that provide concealment.
· Wear bright colored clothing to improve your visibility.
· Carry a whistle or high decibel battery powered personal alarm device when you jog or run.
· If followed, go to the nearest residence, open business, or group of people.
· Carry your motor vehicle and/or home key with you.
· Vary your route and the time you go out to avoid a planned attacks.
· Run against the traffic so you can see approaching vehicles.
· Be aware of cars slowing down near you.
· If someone in a car stops to ask you a question, stand far enough away to avoid being grabbed.  If a driver or passenger appears threatening, depart in the opposite direction the car is facing.  If you have been threatened, memorize the description of the driver, car and registration number, and report it to the Police.
· Consider that using headphones when out jogging or walking will lower your awareness of the surroundings.
· Stay on the sidewalk!  Unless you're running with a 200-pound rubber bumper wrapped around your knees, you cannot compete with traffic for space on asphalt.  Runners that insist on running right on the road are difficult to see and unpredictable.
· Runners on busy city streets antagonize all drivers against runners and make it worse for everybody else.

· There are six exceptions to the "stay off the street" rule where the street is better than the sidewalk:  an organized road race, a quiet residential or country road, a road without sidewalks, a time of day where traffic is virtually nonexistent, sidewalks which are hazardous because of icy conditions, or to sidestep a sidewalk which presents a temporary hazard greater than running on the street such as an aggressive animal or a construction site.
Remember that at GRC jogging by Cryogenic Road, while it is closed for maintenance operations, is hazardous to your health and safety, and a violation of the Glenn Safety Policy.

	Environmental Management Office (EMO)


CHLORINE AND STORM WATER

New Restrictions on Discharges
On June 14, 2002, the Ohio Environmental Protection Agency (Ohio EPA) issued a new discharge permit to John H. Glenn Research Center at Lewis Field.  For the first time, the Center is required to control the amount of chlorine in its storm sewer discharges.  The final discharge limit for chlorine in our storm water is 0.019 milligrams per liter or 19 parts per billion.

Where does water with chlorine come from that gets into storm sewers?  The primary source is drinking water.  The water purification plants in this area have used chlorine as an extremely effective disinfectant for nearly 100 years.  Chlorine, one of the more abundant chemicals on the planet, can destroy nearly all known bacteria and viruses.  Careful controls are maintained so that the proper amounts of chlorine are used not only to disinfect the water at the source, but also to keep it safe as the water travels through miles of underground pipes.  It can get into the storm sewers, here at the Center, by improperly discharging tap water to a storm sewer.  One of the more frequent sources is non-contact or once-through cooling water.  This comes from cold tap water being used to cool the outside of a chamber without coming into direct contact with the contents inside.  If this once-through cooling water gets connected to a storm sewer, the Center will have a violation of its permit for chlorine.
Why is the Ohio EPA requiring such tight control?  The simple answer can be observed in a home fresh water fish aquarium.   The chlorine in our tap water, while safe for humans, is lethal for most fresh water aquarium fish.  This holds true in the larger environment around the Center.  A number of studies that have been conducted in the Great Lakes Watershed and other areas of the country indicate that chlorine can be harmful to some of the plants and animals that live in rivers, streams and lakes.  This information is used by the Ohio EPA to create Water Quality Criteria for the various watersheds in the state.  Water Quality Criteria are pollutant limits that protect not only humans, but also the sensitive plants and animals in our rivers, streams and lakes.  In order to restore these environmentally impaired waterways to fishable and swimmable resources, the amount of chemicals being discharged, including chlorine, must be reduced.  The current Ohio EPA Water Quality Criteria for chlorine in Rocky River and Abram Creek is 19 parts per billion, the same as our new permit limit.

What can I do to help?  All of us at the Center want to be able to enjoy the natural resources around us and protect them for future generations.  It is exciting to see the fish come up into Abram Creek to spawn in the spring.  In order to protect them and other plants and animals, it is imperative for the Center to be in compliance with its discharge permit not only for chlorine but also for all of the chemical parameters.  Each of us has a responsibility to assure that tap water discharges in our area go to sanitary sewers.  Before any of us connects a tap water discharge line to a pipe or drain, we must be assured that it is a sanitary drain and not a storm sewer.  All current connections need to be double-checked to assure that they are properly connected.  Rain should be the only water that is to be drained into the storm sewers.  If you have any doubts about the drain connections in your area, contact Ms. Ransook Evanina at 3-5621.

	Security Management Office (SM0)


Terrorism—Preparing for the Unexpected

American Red Cross (http://www.redcross.org/)

American Red Cross Homeland Security Advisory System

Recommendations for Individuals, Families, Neighborhoods,

Schools and Businesses (Reprint)

Devastating acts, such as the terrorist attacks on the World Trade Center and the Pentagon, have left many concerned about the possibility of future incidents in the United States and their potential impact.  They have raised uncertainty about what might happen next, increasing stress levels. Nevertheless, there are things you can do to prepare for the unexpected and reduce the stress that you may feel now and later, should another emergency arise.  Taking preparatory action can reassure you and your children that you can exert a measure of control even in the face of such events. 

What You Can Do to Prepare

Finding out what can happen is the first step.  Once you have determined the events possible and their potential in your community, it is important that you discuss them with your family or household.  Develop a disaster plan together. 

1. Create an emergency communications plan

Choose an out-of-town contact your family or household will call or e-mail to check on each other should a disaster occur. Your selected contact should live far enough away that they would be unlikely to be directly affected by the same event, and they should know they are the chosen contact.  Make sure every household member has that contact's, and each other's, e-mail addresses and telephone numbers (home, work, pager and cell).  Leave these contact numbers at your children’s schools, if you have children, and at your workplace.  Your family should know that if telephones are not working, they need to be patient and try again later or try e-mail.  Many people flood the telephone lines when emergencies happen, but e-mail can sometimes get through when calls do not.
2. Establish a meeting place.

Having a predetermined meeting place away from your home will save time and minimize confusion should your home be affected or the area evacuated. You may even want to make arrangements to stay with a family member or friend in case of an emergency. Be sure to include any pets in these plans, since pets are not permitted in shelters and some hotels will not accept them. 

3. Assemble a disaster supplies kit.

If you need to evacuate your home or are asked to "shelter in place," having some essential supplies on hand will make you and your family more comfortable.  Prepare a disaster supplies kit in an easy-to-carry container such as a duffel bag or small plastic trash can.  Include "special needs" items for any member of your household (infant formula or items for people with disabilities, or older people), first aid supplies (including prescription medications), a change of clothing for each household member, a sleeping bag or bedroll for each, a battery-powered radio or television and extra batteries, and food, bottled water and tools.  It is also a good idea to include some cash and copies of important family documents (birth certificates, passports and licenses) in your kit. 

Copies of essential documents-like powers of attorney, birth and marriage certificates, insurance policies, life insurance beneficiary designations, and a copy of your will should also be kept in a safe location outside your home.  A safe deposit box or the home of a friend or family member who lives out of town is a good choice. 

For more complete instructions, ask your local Red Cross chapter for the brochure titled:  “ Your Family Disaster Supplies Kit” (Stock Number A4463). 

4. Check on the school emergency plan of any school-age children you may have

You need to know if they will keep children at school until a parent or designated adult can pick them up or send them home on their own.  Be sure that the school has updated information about how to reach parents and responsible caregivers to arrange for pickup.  Ask what type of authorization the school may require to release a child to someone you designate, if you are not able to pick up your child.  During times of emergency, the school telephones may be overwhelmed with calls. 

For more information on putting together a disaster plan, request a copy of the brochure titled:  “Your Family Disaster Plan” (A4466), from your local American Red Cross chapter. You may also want to request a copy of “Before Disaster Strikes . . . How to Make Sure You're Financially Prepared” (A5075), for specific information on what you can do now to protect your assets. 

If Disaster Strikes

· Remain calm and be patient. 

· Follow the advice of local emergency officials. 

· Listen to your radio or television for news and instructions. 

· If the disaster occurs near you, check for injuries. Give first aid and get help for seriously injured people. 

· If the disaster occurs near your home while you are there, check for damage using a flashlight.  Do not light matches or candles, or turn on electrical switches.  Check for fires, fire hazards and other household hazards.  Sniff for gas leaks, starting at the water heater.  If you smell gas or suspect a leak, turn off the main gas valve, open windows, and get everyone outside quickly. 

· Shut off any other damaged utilities. 

· Confine or secure your pets. 

· Call your family contact—do not use the telephone again unless it is a life-threatening emergency. 

· Check on your neighbors, especially those who are elderly or disabled. 

A Word on What Could Happen

As we learned from the events of September 11, 2001, the following things can happen after a terrorist attack: 

· There can be significant numbers of casualties and/or damage to buildings and the infrastructure.  So employers need up-to-date information about any medical needs you may have, and on how to contact your designated beneficiaries. 

· Heavy law enforcement involvement at local, state and federal levels follows a terrorist attack due to the event's criminal nature. 

· Health and mental health resources in the affected communities can be strained to their limits, maybe even overwhelmed. 

· Extensive media coverage, strong public fear and international implications and consequences can continue for a prolonged period. 

· Workplaces and schools may be closed, and there may be restrictions on domestic and international travel. 

· You and your family or household may have to evacuate an area, avoiding roads blocked for your safety. 

· Clean-up may take many months. 

Evacuation

If local authorities ask you to leave your home, they have a good reason to make this request, and you should heed the advice immediately.  Listen to your radio or television and follow the instructions of local emergency officials and keep these simple tips in mind: 

1. Wear long-sleeved shirts, long pants, and sturdy shoes so you can be protected as much as possible. 

2. Take your disaster supplies kit. 

3. Take your pets with you; do not leave them behind.  Because pets are not permitted in public shelters, follow your plan to go to a relative's or friend's home, or find a "pet-friendly" hotel. 

4. Lock your home. 

5. Use travel routes specified by local authorities—do not use shortcuts because certain areas may be impassable or dangerous. 

6. Stay away from downed power lines. 

Listen to local authorities. 

Your local authorities will provide you with the most accurate information specific to an event in your area.  Staying tuned to local radio and television, and following their instructions is you safest choice. 

If you are sure you have time: 

· Call your family contact to tell them where you are going and when you expect to arrive. 

· Shut off water and electricity before leaving, if instructed to do so.  Leave natural gas service ON unless local officials advise you otherwise.  You may need gas for heating and cooking, and only a professional can restore gas service in your home once it has been turned off.  In a disaster situation, it could take weeks for a professional to respond. 

Shelter in Place

If you are advised by local officials to "shelter in place," what they mean is for you to remain inside your home or office and protect yourself there.  Close and lock all windows and exterior doors.  Turn off all fans, heating and air conditioning systems. Close the fireplace damper.  Get your disaster supplies kit, and make sure the radio is working.  Go to an interior room without windows that is above ground level.  In the case of a chemical threat, an above-ground location is preferable because some chemicals are heavier than air, and may seep into basements even if the windows are closed.  Using duct tape, seal all cracks around the door and any vents into the room.  Keep listening to your radio or television until you are told all is safe or you are told to evacuate.  Local officials may call for evacuation in specific areas at greatest risk in your community. 

Additional Positive Steps You Can Take

Raw, unedited footage of terrorism events and people's reaction to those events can be very upsetting, especially to children.  We do not recommend that children watch television news reports about such events, especially if the news reports show images over and over again about the same incident. Young children do not realize that it is repeated video footage, and think the event is happening again and again.  Adults may also need to give themselves a break from watching disturbing footage.  However, listening to local radio and television reports will provide you with the most accurate information from responsible governmental authorities on what is happening and what actions you will need to take.  So you may want to make some arrangements to take turns listening to the news with other adult members of your household. 

Another useful preparation includes learning some basic first aid.  To enroll in a first aid and AED/CPR course, contact your local American Red Cross chapter.  In an emergency situation, you need to tend to your own well-being first, and then consider first aid for others immediately around you, including possibly assisting injured people to evacuate a building, if necessary. 

People who may have come into contact with a biological or chemical agent may need to go through a decontamination procedure and receive medical attention.  Listen to the advice of local officials on the radio or television to determine what steps you will need to take to protect yourself and your family. As emergency services will likely be overwhelmed, only call 911 about life-threatening emergencies. 

First Aid Primer 

If you encounter someone who is injured, apply the emergency action steps:  Check-Call-Care.  Check the scene to make sure it is safe for you to approach.  Then check the victim for unconsciousness and life-threatening conditions.  Someone who has a life-threatening condition, such as not breathing or severe bleeding, requires immediate care by trained responders and may require treatment by medical professionals.  Call out for help.  There are some steps that you can take, however, to care for someone who is hurt, but whose injuries are not life threatening. 

Control Bleeding 

· Cover the wound with a dressing, and press firmly against the wound (direct pressure). 

· Elevate the injured area above the level of the heart if you do not suspect that the victim has a broken bone. 

· Cover the dressing with a roller bandage. 

· If the bleeding does not stop: 

· Apply additional dressings and bandages. 

· Use a pressure point to squeeze the artery against the bone. 

· Provide care for shock. 

Care for Shock 

· Keep the victim from getting chilled or overheated. 

· Elevate the legs about 12 inches (if broken bones are not suspected). 

· Do not give food or drink to the victim. 

Tend Burns 

· Stop the burning by cooling the burn with large amounts of water. 

· Cover the burn with dry, clean dressings or cloth. 

Care for Injuries to Muscles, Bones and Joints 

· Rest the injured part. 

· Apply ice or a cold pack to control swelling and reduce pain. 

· Avoid any movement or activity that causes pain. 

· If you must move the victim because the scene is becoming unsafe, try to immobilize the injured part to keep it from moving. 

Be Aware of Biological/Radiological Exposure 

· Listen to local radio and television reports for the most accurate information from responsible governmental and medical authorities on what's happening and what actions you will need to take.  The Web sites referenced at the end of this brochure can give you more information on how to protect yourself from exposure to biological or radiological hazards. 

Reduce Any Care Risks

The risk of getting a disease while giving first aid is extremely rare.  However, to reduce the risk even further: 

· Avoid direct contact with blood and other body fluids. 

· Use protective equipment, such as disposable gloves and breathing barriers. 

· Thoroughly wash your hands with soap and water immediately after giving care. 

It is important to be prepared for an emergency and to know how to give emergency care. 

More Information

All of these recommendations make good sense, regardless of the potential problem.  For more information on how to get ready for disaster and be safe when disaster strikes, or to register for a first aid and AED/CPR course, please contact your local American Red Cross chapter.  You can find it in your telephone directory under "American Red Cross" or through our Home Page at:  http://www.redcross.org/ under "your local chapter." 

For information about your community's specific plans for response to disasters and other emergencies, contact your local office of emergency management. 

For information on what a business can do to protect its employees and customers as well as develop business continuity plans, you may want to get a copy of the Emergency Management Guide for Business and Industry and/or Preparing Your Business for the Unthinkable from your local American Red Cross chapter or see:
http://www.redcross.org/services/disaster/beprepared.
For more information about the specific effects of chemical or biological agents, the following Web sites may be helpful: 

Centers for Disease Control and Prevention: http://www.bt.cdc.gov/
U.S. Department of Energy:  http://www.energy.gov/
U.S. Department of Health and Human Services: http://www.hhs.gov/
Federal Emergency Management Agency: http://www.rris.fema.gov/
Environmental Protection Agency: http://www.epa.gov/swercepp
© Copyright 2001 The American National Red Cross.  All Rights Reserved.   

Homeland Security Advisory System Recommendations

Individual/Family

Risk of Attack and Recommended Actions

SEVERE

• Complete recommended actions at lower levels

• Listen to radio/TV for current information/instructions.
• Be alert to suspicious activity and report it to the proper
  authorities immediately.
• Contact business to determine status of work day.
• Adhere to any travel restrictions announced by local
  governmental authorities.
• Be prepared to shelter in place or evacuate if instructed to do
  so by local governmental authorities.
• Provide volunteer services, only as requested (Individual).
• Discuss children’s fears concerning possible/actual terrorist 

  attacks (Family).
HIGH
• Complete recommended actions at lower levels.
• Be alert to suspicious activity and report it to proper
  authorities.
• Review your personal disaster plan (Individual).
• Review disaster plan with all family members (Family).
• Exercise caution when traveling.
• Have shelter in place materials on hand, and review
  procedure in Terrorism:

· Preparing for the Unexpected brochure.
• If a need is announced, donate blood at designated blood
  collection center.
• Prior to volunteering, contact agency to determine their needs
  (Individual).
• Discuss children’s fears concerning possible terrorist attacks
   (Family).
ELEVATED

• Complete recommended actions at lower levels.
• Be alert to suspicious activity and report it to proper
   authorities.
• Ensure disaster supplies kit is stocked and ready.
• Check telephone numbers and e-mail addresses in your
   personal communication plan, and update as necessary.
• Develop alternate routes to/from work/school and practice
   them.
• Continue to provide volunteer services (Individual).
• If not known to you, contact school to determine their
   emergency notification and evacuation plans for children
   (Family).
GUARDED

• Complete recommended actions at lower level.
• Be alert to suspicious activity and report it to proper
  authorities.
• Review stored disaster supplies and replace items that are
  outdated.
• Develop emergency communication plan with family/
   neighbors/friends (Individual).
• Provide volunteer services and take advantage of additional
   volunteer training opportunities (Individual).
• Develop an emergency communication plan that all
   family members understand (Family).
• Establish an alternate meeting place away from home
   with family/friends (Family).
LOW

• Obtain copy of “Terrorism:  Preparing for the
   Unexpected” brochure from your local Red Cross
   chapter

• Develop a personal disaster plan and disaster supplies
   kit using Red Cross brochures:  “Your Family Disaster
   Plan” and “Your Family Disaster Supplies Kit”.
• Examine volunteer opportunities in your community;
   choose an agency to volunteer with and receive initial
   training (Individual).
Your local American Red Cross chapter has materials available to assist you in developing

preparedness capabilities.

© American National Red Cross.  All Rights Reserved.  May 2002
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ASD Risks

		Risk ID #		Date Opened		Category cost, sched, perf		Risk Statement		Probability		Impact		Timeframe		P&I		RAC		Owner		Mitigation		Metric %		Status %		Closed By		Date Closed				Status %

		2		12-Dec-01		Perf		We currently have no implementation plan.  If we don't get one soon, we alienate Projects.		3		3		3		33		9		Powell		1) Assign someone to work on the plan
2) Assignee completes draft
3) CRM team approves draft
4) Plan integrated into BMS		20

40
60
80		60								40

		3		12-Dec-01		Perf		The current CRM database is no good.  If we don't come up with something better, we alienate the Projects.		3		3		3		33		9		Powell		1) Assign someone to do new database
2) Assignee completes database
3) Interim Excel database offered
4) CRM team approves database
5) Database put on web		20

40

50

80

100		50								50

		6				Perf		If I don't advertise CRM, I will get dinged on my perf review.		3		3		3		33		9		Powell		1) Advertise
2) Let Frank know I advertise
3) Continue with other advertising means		20
40

80		40								60

		1		12-Dec-01		Perf		Joe Powell has not had the train-the-trainer course.  If he doesn't get it, he can not argue effectively with the rest of the team.		3		2		0		32		6		Powell		1) Let Kerry know I need the course
2) Course scheduled
3) Attended course		30

60
100		100								0

		4		13-Dec-01		Sched		We currently have no list of all programs/projects on center.  If we don't get this list, we are working reactively to teach CRM instead of proactively seeking out p/p who have not had training.		2		2		1		22		4		Powell		1) Assign someone to get a list
2) Work the list; call p/p to set up training		40

80		40								60

		5				Cost		Contractor controls the training pot.  If govt doesn't monitor this, costs could overrun.		1		1		2		11		1		Powell		1) Find out how pot works
2) Monitor pot routinely
3) I control pot		20
40
80		20								80
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